Clowder API Examples

The purpose of this document is to detail some common example of interacting with the REST API of a running Clowder application.

® Prerequisites
© Tooling
® Exploring the REST API
® Authenticating
© Basic Auth (Insecure)
O User API Keys (Recommended)
o ® Creating a Key via REST API
" Retrieving Keys via REST API
® Deleting Keys via REST API
o Manual Cookie Auth (Not recommended)
® Spaces
® Datasets
O Listing Datasets
© Querying Dataset Metadata
© Download a Dataset
® Files
O Listing Files
© Querying File Metadata
© Download a File

Prerequisites

® Any one of a large number of API testing tools (see "Tooling" below)
® A running Clowder instance
©  Assumption: your Clowder instance is running at http://localhost:9000

Tooling
These instructions will use raw cur | commands to test the Clowder API but you can use:

Swagger Ul

Postman

Soap Ul

Assertible

Rest-Assured

or any other REST API testing tool

Exploring the REST API

You can use the Swagger Ul to explore existing API endpoints on the system: https://clowder.ncsa.illinois.edu/swagger/
Parameters in the API endpoints will appear in {curly-braces}.

NOTE: It appears as if this list does not include all necessary endpoints. For example, there does not appear to be a way to authenticate without using
Swagger's built-in "Authorize" function.

Authenticating

Methods:
® Basic Auth

® APl keys
® Cookie (Manual)

Basic Auth (Insecure)

If you are just testing a simple case and would like to use your Clowder credentials directly (instead of an API key), you can pass your Clowder credentials
using Basic Auth:

$ curl -XPOST ' ocal host: 9000/ api / user s/ keys?nane=t est key' --basic -u ' YourUsernane: Your Passwor d'
"nane":"testkey", "key":"257be5f 9- e685- 4dec- 8bed- c4c9dccb0b92" }


http://localhost:9000
https://clowder.ncsa.illinois.edu/swagger/?url=https://agri-clowder.ncsa.illinois.edu/swagger#/
https://www.getpostman.com/
https://www.soapui.org/
https://assertible.com/
http://rest-assured.io/
https://www.google.com/search?num=20&safe=off&ei=6ABqW5rCAoWYsQWYz4yIBg&q=API+testing+tools&oq=API+testing+tools&gs_l=psy-ab.3..0i67k1j0i7i30k1l4j0i20i263k1j0i7i30k1j0j0i7i30k1j0.1486.1486.0.1997.1.1.0.0.0.0.106.106.0j1.1.0....0...1c.1.64.psy-ab..0.1.104....0.Cpe9eKfT4vw
https://clowder.ncsa.illinois.edu/swagger/

NOTE: We recommend using API keys over embedded credentials, as it allows you to more easily revoke access in cases where the system has been
compromised.

WARNING: Using this auth method will leave your password in your bash history in plaintext (e.g. try running hi story | grep basic)

SECURITY WARNING: NEVER use Basic Auth without HTTPS - your credentials will be submitted in plaintext, and anyone sniffing the network traffic can
see your password.

User APl Keys (Recommended)
For simplicity, you can manage your User API keys in the Clowder Ul:
1. Log into Clowder
2. At the top-right expand the dropdown containing your user profile picture
3. Select "View Profile" from the dropdown
This will take you to the / profi |l e/ vi ewProfil e/ {user-id} view that will list your existing API keys, as well as allowing you to create and delete

them:

Clowder You + Explore v Create v Selections v Help~ [ -

View Profil
. & Logout
Mike Lambert K
Profile Source : Local Account
lambert8@illinois.edu

User API Keys

Create your personal API keys by providing a name for the key and clicking the Add button. Key names have to be unique per user.

Name Key

Delete API key @ i) testkey aab85caf-e4b8-47¢6-8893-82d7c4f6e154 @ List all API keys
[ Add a new API key @ + Add )

Edit Profile

You can also use the REST API to generate a new API key, but you'll need to authenticate manually first.

These endpoints can be used to create a user-specific API key for interacting with the Clowder API.

Creating a Key via REST API
Relevant endpoints:
® PCST / api/ user s/ keys?name={ key- nane}

To create a new API key with the given name:

$ curl -XPCST 'l ocal host: 9000/ api / user s/ keys?nane=t est key' --basic -u ' Your Usernane: Your Passwor d'
{"nanme": "testkey", "key":"257be5f 9- e685- 4dec- 8bed- c4c9dcchb0b92"}

You can then attach this key as a query string parameter named key for all subsequent API requests, instead of needing to reauthenticate manually and
attaching another cookie.

For example, using a User API key to call the / api / user s/ keys endpoint would look like this:
$ curl 1ocal host: 9000/ api / users/ keys?key=257be5f 9- e685- 4dec- 8bed- c4c9dccb0b92

[{"name": "testkey", "key":"257be5f 9- e685- 4dec- 8bed- c4c9dccb0b92", "identityld":{"userld": " Your User nane", "
provi derld":"userpass"}}]

Retrieving Keys via REST API

Relevant endpoints:



® GET /api/users/keys
® GET /api/users/keys/{key-nane}

To retrieve a list of all existing API keys for this user:

$ curl --insecure http://local host: 9000/ api / users/ keys?key=257be5f 9- e685- 4dec- 8bed- c4c9dcch0b92
[{"name": "testkey", "key":"257be5f 9- e685- 4dec- 8bed- c4c9dccb0b92", "identityld":{"userld": " Your User name", "
provi derld":"userpass"}}]

To retrieve a specific API key by name:

$ curl --insecure http://local host: 9000/ api/ users/ keys/t est key?key=257be5f 9- e685- 4dec- 8bed- c4c9dcch0b92
{"nanme": "t estkey", "key":"257be5f 9- e685- 4dec- 8bed- c4c9dcchb0b92", "identityl d": {"userld": " YourUsernname", "
provi derld": "userpass"}}

Deleting Keys via REST API
Relevant endpoints:
® DELETE /api/ users/ keys/{key-nane}

To delete an existing API key:

$ curl --insecure 'http://local host: 9000/ api / users/ keys/test key?key=257he5f 9- e685- 4dec- 8bed- c4c9dccb0b92'

Manual Cookie Auth (Not recommended)
Relevant endpoint;

® CET /authenticate/{provider}
Accepted pr ovi der values:

® userpass



$ curl --insecure http://|ocal host: 9000/ aut henti cate/ userpass -vvv - XPOST --header ' Content-Type: application/x-
ww\ formurl encoded’ --data-url encode 'username=Your User nane' --data-url encode ' passwor d=Your Password'
* Trying ::1...

* TCP_NODELAY set

Connected to local host (::1) port 9000 (#0)

PCOST /aut henti cat e/ userpass HTTP/ 1.1

Host: | ocal host: 9000

User-Agent: curl/7.54.0

Accept: */*

Cont ent - Type: application/ x-wwform url encoded

Cont ent - Lengt h: 50

*

*VV V V V VYV

upl oad conpletely sent off: 50 out of 50 bytes

HTTP/ 1.1 303 See O her

Access-Control -All ow Origin: *

Location: /

Access-Control - Al | ow Headers:

Access-Control - Al | ow Met hods: *

Access-Control - Al |l ow Credentials: true

< Set - Cooki e:

i d=3656a7a78433b52522cc4cd3d1b42579e76ee46c688f aa5e5c4259623df €83531008669ad7769e600ba9d1d94b2d590710d9c9cc98f 6b
79728ec2cd6e043f 97c6e69d5d21e0babf 7f f 0528f a310bf 1f 2d5002348e3c2b9957d47905ac030de57b2bd9def f d450b32ee452d4c87543
f 65476be709ccebb7be3b0773e8488bb496; Path=/; HTTPOnly

< Set-Cookie: PLAY_SESSI ON=; Expires=Mon, 06 Aug 2018 20:54:32 GMI; Path=/; HITPOnly

Content-Length: 0O

ANNNNNANA

<
<
* Connection #0 to host |ocal host |eft intact

The important bit here is the Set-Cookie: id=###### line. You will need to save this response cookie value and pass it in with all subsequent requests. For
example, see "Log Out" below.

NOTE: Notice that the POST body here is URL-encoded Form Data, and not JSON.

To log out after you are done:

$ curl --insecure http://Iocal host: 9000/ ogout -vvv --cookie

"1 d=3656a7a78433b52522cc4cd3d1b42579e76ee46c688f aa5e5c4259623df e83531008669ad7769e600ba9d1d94b2d590710d9¢c9cc98f 6
b79728ec2cd6e043f 97c6e69d5d21e0babf 7f f 0528f a310bf 1f 2d5002348e3¢c2b9957d47905ac030de57b2bd9def f d450b32ee452d4c8754
3f 65476be709ccebb7be3b0773e8488bb496'

* Trying ::1..

* TCP_NODELAY set

* Connected to local host (::1) port 9000 (#0)

GET /logout HTTP/ 1.1

Host: | ocal host: 9000

User-Agent: curl/7.54.0

Accept: */*

> Cooki e

i d=3656a7a78433b52522cc4cd3d1b42579e76ee46c688f aa5e5c4259623df e83531008669ad7769e600ba9d1d94b2d590710d9¢c9cc98f 6b
79728ec2cd6e043f 97c6e69d5d21e0babf 7f f 0528f a310bf 1f 2d5002348e3¢2b9957d47905ac030de57b2bd9def f d450b32ee452d4c87543
f65476be709ccebb7be3b0773e8488bb496

>

vV V. V V

HTTP/ 1.1 303 See Ot her

Access-Control -AllowOigin: *

Location: /login

Access- Control - Al | ow Headers:

Access-Control - Al | ow Met hods: *

Access-Control - Al |l ow Credentials: true

Set - Cooki e: id=; Expires=Mon, 06 Aug 2018 20:59:05 GMI; Path=/; HTTPOnly

Set - Cooki e: PLAY_SESSI ON=; Expi res=Mon, 06 Aug 2018 20:59: 04 GMI; Path=/; HTTPOnly
Content-Length: 0

*ANANNANNANNNANNA

Connection #0 to host |ocal host left intact

Make sure to pass in the id cookie value that you received during the "Log In" step above.



NOTE: You will notice that now the Set-Cookie response is settings the id cookie to an empty string - this clears your auth cookie from the browser, so you
may discard the cookie that you received above as it may no longer be valid.

Spaces

Relevant endpoints:

® GET /api/spaces
® GET /api/spaces/{space_i d}/dat asets

To list all spaces that you can view:

$ curl --insecure http://local host: 9000/ api / spaces?key=257be5f 9- e685- 4dec- 8bed- c4c9dcch0b92
[{"id":"5b6a0cf877c86409e0925d85", "nane": "a space", "description":"","created":"Tue Aug 07 16:19:52 CDT 2018"},
{"id":"5b21310077¢c8829cd73f 8899", "nane": "test", "description":"","created":"Wd Jun 13 09:58:08 CDT 2018"},
{"id":"5b0724b277c85c0c70e371d8", "nane": "newspace", "description":"","created":"Thu May 24 15:46:42 CDT 2018"},
{"id":"5ad7b4b777c8a52d73b2ac48", "nane": "test", "description":"","created":"Wed Apr 18 16:12:23 CDT 2018"}]

To list all datasets within a space:

$ curl --insecure http://local host: 9000/ api / spaces/ 5b0724b277c85c0c70e371d8/ dat aset s?key=257be5f 9- e685- 4dec-
8bed- c4c9dcch0b92

[{"id":"5b4e510577c8f f f 0a479786¢c", "name": "asdf ", "description":"","created":"Tue Jul 17 15:26:45 CDT 2018","
t hunbnai | ": " None", "aut hor 1 d": "5ad76e39693ea57ec7f 8648a", "spaces": [ "5b0724b277c85c0c70e371d8"] }]

Datasets

Relevant endpoints:

GET /api/datasets

GET / api / dat aset s/ canEdi t

CGET / api / dat aset s/ {dat aset _i d}

GET / api / dat aset s/ {dat aset _i d}/ net adat a
GET / api/ dat aset s/ {dat aset _i d}/ downl oad

Listing Datasets
Relevant endpoints:

® GET /api/datasets
® CET /api/datasets/canEdit

To list all datasets that you can view:

$ curl --insecure http://Iocal host: 9000/ api / dat aset s?key=257be5f 9- e685- 4dec- 8bed- c4c9dccb0b92
[{"id":"5b4e510577c8f ff0ad479786¢c", "name": "asdf", "description":"","created":"Tue Jul 17 15:26:45 CDT 2018","
thunbnai | ": "None", "aut hor 1 d": "5ad76e39693ea57ec7f 8648a", "spaces": [ "5b0724b277c85c0c70e371d8" ]}, {"id":"
5ad7b5b377c8a52d73b2ac5f ", "nane": "t est _dataset”, "description":"","created":"Wd Apr 18 16:16:35 CDT 2018","
t hunbnai |l ": " None", "aut hor1 d": "5ad76e39693ea57ec7f 8648a", "spaces": [ "5ad7b4b777c8a52d73b2ac48"] }]

To list all datasets that you can edit:

$ curl --insecure http://|ocal host: 9000/ api/ dat aset s/ canEdi t ?key=257be5f 9- e685- 4dec- 8bed- c4c9dcch0b92
[{"id":"5b4e510577c8f f f 0a479786¢c", "name": "asdf ", "description":"","created":"Tue Jul 17 15:26:45 CDT 2018","
thurmbnai | ": " None", "aut hor I d": "5ad76e39693ea57ec7f 8648a", "spaces": [ "5b0724b277c85c0c70e371d8" ]}, {"id":"
5ad7b5b377c8a52d73b2ac5f ", "nanme": "t est _dat aset”, "description":"","created":"Wd Apr 18 16:16:35 CDT 2018","
t hunbnai |l ": " None", "aut hor1d": "5ad76e39693ea57ec7f 8648a", "spaces": [ "5ad7b4b777c8a52d73b2ac48"]}]



Querying Dataset Metadata

Relevant endpoints:

® CGET /api/datasets/{dataset_id}
® GET /api/datasets/{dataset_id}/metadata

To retrieve a single dataset:

$ curl --insecure http://|ocal host: 9000/ api/ dat aset s/ 5b4e510577c8f f f 0a479786c?key=257be5f 9- e685- 4dec- 8bed-
c4c9dccb0b92

{"id":"5b4e510577c8f ff0a479786¢c", "nane": "asdf", "description":"", "created":"Tue Jul 17 15:26:45 CDT 2018","
t hunbnai |l ": " None", "aut hor 1 d": "5ad76e39693ea57ec7f 8648a", "spaces": [ "5b0724b277c85c0c70e371d8"]}

To retrieve user-defined metadata for this dataset:



$ curl --insecure http://local host: 9000/ api / dat aset s/ 5b4e510577c8f f f 0a479786¢/ met adat a?key=257be5f 9- e685- 4dec-
8bed- c4c9dcch0b92
[{"id":"5b0724b277c85c0c70e371dd", "spacel d": "5b0724b277c85c0c70e371d8", "json":{"l abel ":"Alternative Title","
uri":"http://purl.org/dc/terns/alternative","type":"string"}},{"id":"5b21425bef f 884a87ef 11887", "spacel d": "
5b0724b277c¢85c0c70e371d8", "json": {"label ":"Alternative Title","uri":"http://purl.org/dc/terns/alternative","
type":"string"}}, {"id":"5b21425bef f 884a87ef 11888", "spacel d": "5b0724b277c85c0c70e371d8", "json": {"| abel ": "

Audi ence","uri":"http://purl.org/dc/terns/audi ence","type":"string"}},{"id":"5b0724b277c85c0c70e371de", "
spacel d": "5b0724b277c85c0c70e371d8", "j son": {"| abel ": " Audi ence", "uri":"http://purl.org/dc/terns/audi ence","
type":"string"}}, {"id":"5b21425bef f 884a87ef 1188b", "spacel d": "5b0724b277c85c0c70e371d8", "j son": {"| abel ": " CSDVB

St andard Nane","uri":"http://csdns. col orado. edu/ wi ki / CSN_Sear chabl e_List","type":"list","definitions_url":"
http://ecgs.ncsa.illinois.edu/gsis/CSN'}}, {"id":"5b0724b277c85c0c70e371df", "spacel d":"
5b0724b277c85c0c70e371d8", "json": {"| abel ": " CSDMS Standard Nane","uri":"http://csdns. col orado. edu/ wi Ki

/| CSN_Sear chabl e_List","type":"list","definitions_url":"http://ecgs.ncsa.illinois.edu/gsis/CSN'}},{"id":"

5b0724b277c85c0c70e371e0", "spacel d": "5b0724b277c85c0c70e371d8", "j son": {"l abel ": "Date and Tine","uri":"
http://purl.org/dc/terns/date","type":"datetine"}},{"id":"5b21425bef f 884a87ef 1188a", "spacel d": "
5b0724b277c¢85c0c70e371d8", "j son": {"l abel ":"Date and Tine","uri":"http://purl.org/dc/terns/date","type":"
datetine"}},{"id":"5b0724b277¢c85c0c70e371el", "spacel d": "5b0724b277¢c85c0c70e371d8", "j son": {"| abel ": " Fundi ng
Institution","uri":"http://sead-data.net/terns/Fundinglnstitution","type":"string"}},{"id":"

5b21425bef f 884a87ef 11891", "spacel d": "5b0724b277c85c0c70e371d8", "j son": {"| abel ": "Fundi ng Institution","uri":"
http://sead-data. net/terns/ Fundi ngl nstitution","type":"string"}},{"id":"5b0724b277c85c0c70e371e2", "spacel d":"
5b0724b277c¢85c0c70e371d8", "j son": {"| abel ": " GeoJSON', "uri":"http://geojson. org/ geoj son-spec. htm ", "type": "wkt"}}
{"id":"5b21425bef f 884a87ef 11896", "spacel d": "5b0724b277c85c0c70e371d8", "j son": {"| abel ": " GeoJSON', "uri":"
http://geojson. org/ geoj son-spec. htm ", "type": "wkt"}}, {"id":"5b0724b277c85c0c70e371e3", "spacel d": "
5b0724b277c¢85c0c70e371d8", "j son": {"l abel ": "G ant Nunmber","uri":"http://sead-data.net/ternms/ G ant Nunber", "type":"
string"}}, {"id":"5b21425bef f 884a87ef 11892", "spacel d": "5b0724b277c85c0c70e371d8", "json": {"| abel ": "G ant Nunber","
uri":"http://sead-data.net/ternms/ G ant Nunber”,"type":"string"}},{"id":"5b0724b277c85c0c70e371e4", "spacel d": "
5b0724b277¢85c0c70e371d8", "j son": {"| abel ":"ODM2 Vari abl e Nanme","uri":"http://vocabul ary. odn®. or g/ vari abl enane", "
type":"list","definitions_url":"http://ecgs.ncsa.illinois.edu/gsis/sas/sn/odm"}},{"id":"

5b21425bef f 884a87ef 1188c", "spacel d": "5b0724b277¢85c0c70e371d8", "j son": {"| abel ": "ODM2 Vari abl e Name", "uri":"
http://vocabul ary. odn®. or g/ vari abl ename", "type":"list","definitions_url":"http://ecgs.ncsa.illinois.edu/gsis/sas
/sn/odnm2"}}, {"id":"5b0724b277c85c0c70e371e5", "spacel d": "5b0724b277c85c0c70e371d8", "json": {"| abel ":"Pri mary
/1nitial Publication","uri":"http://sead-data.net/termnms/PrimaryPublication","type":"string"}},{"id":"

5b21425bef f 884a87ef 11895", "spacel d": "5b0724b277c85c0c70e371d8", "json": {"l abel ":"Primary/Initial Publication","
uri":"http://sead-data.net/terns/PrimaryPublication","type":"string"}},{"id":"5b21425bef f 884a87ef 11890", "

spacel d": "5b0724b277c85c0c70e371d8", "j son": {"l abel ":"Princi pal Investigator(s)","uri":"http://sead-data. net
/terms/Principal |l nvestigator”, "type":"string"}},{"id":"5b0724b277c85c0c70e371e6", "spacel d":"
5b0724b277c¢85c0c70e371d8", "j son": {"l abel ": "Princi pal Investigator(s)","uri":"http://sead-data.net/terns
/Principallnvestigator","type":"string"}},{"id":"5b0724b277c85c0c70e371e7", "spacel d":"
5b0724b277c85c0c70e371d8", "json": {"l abel ": " References","uri":"http://purl.org/dc/terns/references","type":"
string"}}, {"id":"5b21425bef f 884a87ef 11889", "spacel d": "5b0724b277c85c0c70e371d8", "json": {"| abel ": "Ref erences", "
uri":"http://purl.org/dc/ternms/references","type":"string"}},{"id":"5b0724b277c85c0c70e371e8", "spacel d":"
5b0724b277c¢85c0c70e371d8", "j son": {"| abe* Connection #0 to host |ocal host left intact

I":"Rel ated Publications","uri":"http://sead-data.net/terns/Rel atedPublications","type":"string"}},{"id":
5b21425bef f 884a87ef 11893", "spacel d": "5b0724b277c85c0c70e371d8", "j son": {"l abel ": "Rel ated Publications","uri":"
http://sead-data. net/terns/Rel at edPublications","type":"string"}},{"id":"5b0724b277c85c0c70e371e9", "spacel d": "

5b0724b277c¢85c0c70e371d8", "j son": {"| abel ": "SAS Spati al Geocode","uri":"http://ecgs.ncsa.illinois.edu/gsis/sas

/ geocode", "type":"listgeocode", "definitions_url":"http://ecgs.ncsa.illinois.edul/gsis/sas/geocode","
query_paraneter":"loc"}},{"id":"5b21425bef f 884a87ef 1188e", "spacel d": "5b0724b277c85c0c70e371d8", "json": {"l abel ": "
SAS Spatial Geocode","uri":"http://ecgs.ncsa.illinois.edu/gsis/sas/geocode","type":"listgeocode","
definitions_url":"http://ecgs.ncsa.illinois.edu/gsis/sas/geocode","query_paraneter":"loc"}},{"id":"
5b0724b277c85c0c70e371ea", "spacel d": "5b0724b277c85c0c70e371d8", "j son": {"| abel ": "SAS Vari abl e Nane", "uri":"
http://ecgs.ncsa.illinois.edu/gsis/sas/vars","type":"scientific_variable","definitions_url":"http://ecgs.ncsa
illinois.edu/gsis/sas/vars/unit/udunits2","query_paranmeter”:"ternm'}}, {"id":"5b21425bef f 884a87ef 1188d", "

spacel d": "5b0724b277¢c85c0c70e371d8", "j son": {"| abel ": " SAS Variabl e Nane","uri":"http://ecgs.ncsa.illinois.edu

/ gsi s/ sas/vars","type":"scientific_variable","definitions_url":"http://ecgs.ncsa.illinois.edu/gsis/sas/vars/unit
/uduni ts2","query_paraneter":"term'}}, {"id":"5b0724b277c85c0c70e371eb", "spacel d": "5b0724b277c85c0c70e371d8", "
json":{"label":"Time Periods","uri":"http://purl.org/dc/terms/PeriodOfTime","type":"string"}},{"id":"

5b21425bef f 884a87ef 11894", "spacel d": "5b0724b277¢85c0c70e371d8", "j son": {"l abel ": "Ti me Periods","uri":"
http://purl.org/dc/terns/PeriodOfTine", " "type":"string"}}, {"id":"5b21425bef f 884a87ef 1188f", "spacel d": "

5b0724b277c85c0c70e371d8", "json": {"label ":"Unit","uri":"http://ecgs.ncsa.illinois.edu/gsis/sas/unit/udunits2","
type":"list","definitions_url":"http://ecgs.ncsa.illinois.edu/gsis/sas/unit/udunits2"}},{"id":"
5b0724b277c85c0c70e371ec", "spacel d": "5b0724b277c¢85c0c70e371d8", "json": {"label":"Unit","uri":"http://ecgs.ncsa
illinois.edu/gsis/sas/unit/udunits2","type":"list","definitions_url":"http://ecgs.ncsa.illinois.edu/gsis/sas

[uni t/udunits2"}}]

Download a Dataset



Relevant endpoints
® GET /api/datasets/{dataset_id}/downl oad

To download an entire dataset as a .zip file

$ curl --insecure http://local host: 9000/ api / dat aset s/ 5b4e510577c8f f f 0a479786¢c/ downl oad?key=257be5f 9- e685- 4dec-
8bed- c4c9dcchb0b92
E?Mdat a// _i nfo. j sonE??n?0
??<??3?2??8&8 4.7/ gX
?2?7nP??9%8?27?[ ?°?
AV?B?; ?mit?2?7s?~nP??0
etc etc etc ...

NOTE: The response here is the raw bytes of a ZIP file, so it will seem like nonsense is being returned from cur | .

Files

Relevant endpoints

GET /api/datasets/{dataset_id}/listFiles
GET /api/datasets/{dataset_id}/listAllFiles
GET /api/files/{file_id}/ metadata

GET /api/files/{file_id}/ metadata.jsonld
GET /api/files/{file_id}

Listing Files
Relevant endpoints

® GET /api/datasets/{dataset _id}/listFiles
® GET /api/datasets/{dataset_id}/listAllFiles

To list all files within a dataset:

$ curl --insecure http://Iocal host: 9000/ api / dat aset s/ 5b4e510577c8f f f 0a479786¢/ | i st Fi | es?key=257be5f 9- e685- 4dec-

8bed- c4c9dcchb0b92
[{"size":"70561","date-created":"Tue Jul 17 15:26:54 CDT 2018","id":"5b4e510e77c8fff0ad4797871", "content Type":"
i mge/ png", "fil enane": "244599644. png"}, {"si ze":"70561", "dat e-created": "Tue Jul 17 15:27:27 CDT 2018","id":"

5b4e512f 77c8f f f 0a4797879", "cont ent Type": "i nage/ png", "fil enanme": "244599644. png"}, {"si ze":"70561", "dat e- cr eat ed"

Tue Jul 17 15:54:14 CDT 2018","id":"5b4e577677c8f ff0a47978a4", "content Type": "i mage/ png", "fil enane": " 244599644.
png"}, {"size":"70561", "date-created":"Tue Jul 17 15:58:57 CDT 2018","id":"5b4e589177c8fff0a47978d7","

content Type":"i mage/ png", "fil enane": "244599644. png"}, {"si ze":"70561", "date-created": " Tue Jul 17 15:59:23 CDT
2018","i d": "5b4e58ab77c8f f f 0a4797900", "cont ent Type": "i mage/ png", "fil enane": "244599644. png"}, {"si ze":"70561","
date-created":"Tue Jul 17 15:59:52 CDT 2018","id": "5b4e58c877c8fff0a479792a", "cont ent Type": "i nage/ png", "
filename":"244599644. png"}, {"si ze":"70561", "date-created": "Tue Jul 17 16:10:54 CDT 2018","id":"

5b4e5b5e77c8f f f 0a4797970", "cont ent Type": "i mage/ png", "fil enane": "244599644. png"}, {"si ze":"70561", "dat e- cr eat ed"

Tue Jul 17 16:12:24 CDT 2018","id":"5b4e5bb877c8f ff0a479799a", "content Type": "i nage/ png", "fil ename": " 244599644.
png"}, {"size":"70561", "date-created":"Tue Jul 17 16:14:56 CDT 2018","id":"5b4e5c5077c8fff0a47979cc","

content Type": "i nage/ png", "fil enane": "244599644. png"}, {"si ze":"70561", "date-created": " Tue Jul 17 16:15:53 CDT
2018", "id":"5b4e5c8977c8f f f 0a47979el", "cont ent Type": "i mage/ png", "fil enane": "244599644. png"}, {"si ze":"70561","
date-created":"Tue Jul 17 16:15:57 CDT 2018","i d": "5b4e5c8d77c8fff0a47979e7", "cont ent Type": "i mage/ png", "
filename":"244599644. png"}, {"si ze":"70561", "date-created": " Tue Jul 17 16:16:16 CDT 2018","id":"

5b4e5ca077c8f f f 0a47979ed", "content Type": "i mage/ png", "fil enane": " 244599644. png"}, {"si ze": "70561", "dat e- cr eat ed"

Tue Jul 17 16:16:41 CDT 2018","id":"5b4e5cbh977c8fff0a47979fa", "content Type": "i nage/ png", "fil enane": " 244599644.
png"}, {"size":"70561", "date-created":"Tue Jul 17 16:16:57 CDT 2018","id": "5b4e5cc977c8fff0a4797a0b","

content Type": "i mage/ png", "fil enane": "244599644. png"}, {"si ze":"70561", "date-created": " Tue Jul 17 16:17:14 CDT
2018","i d": "5b4e5cda77c8f ff0a4797alc", "cont ent Type": "i nage/ png", "fil enanme": "244599644. png"}, {"si ze":"70561","
date-created":"Tue Jul 17 16:35:30 CDT 2018","id":"5b4e612277c8fff0a4797a36", "cont ent Type": "i mage/ png", "
filename":"244599644. png"}]

Querying File Metadata

Relevant endpoints



® GET /api/files/{file_id}/ netadata
® GET /api/files/{file_id}/netadata.jsonld

To list off static metadata for a file (e.g. file name, type, size, creation date):

$ curl --insecure http://local host: 9000/ api/files/5b4e577677c8fff0ad7978a4/ net adat a?key=257be5f 9- e685- 4dec- 8bed-
c4c9dccb0b92

{"size":"70561", "date-created":"Tue Jul 17 15:54:14 CDT 2018","id":"5b4e577677c8fff0ad47978a4", "authorld":"
5ad76e39693ea57ec7f 8648a", "content -type": "i mage/ png", "fil enanme": " 244599644. png", "st at us": " PROCESSED", *
filedescription":""}

To list off dynamic metadata for a file (e.g. extracted or community-added metadata):

$ curl --insecure http://local host: 9000/ api/fil es/5b4e5ch977c8fff0ad7979f a/ net adat a. j sonl d?key=257be5f 9- e685-
4dec- 8bed- c4c9dccb0b92

[{"@ontext": {"@ocab":"http://ww.w3. org/ 2003/ 12/ exif/ns"},"attached_to":{"resource_type":"cat:file","url":"
http://1 ocal host: 9000/ fil es/5b4e5ch977c8f ff0ad7979fa"}, "created_at":"Tue Jul 17 16:16:41 CDT 2018", "agent":
{"@ype":"cat:extractor", "nane": "http://141. 142. 60. 27: 9000/ / api / extract ors/ ncsa. i mage. net adat a", "extractor_i d":
http://141. 142. 60. 27: 9000/ / api / extract or s/ ncsa. i mage. net adata"}, "content": {"Border color":"srgba

(223, 223, 223,1)", " Conpression":"Zip","El apsed time":"0:01.009","Artifacts":{"verbose":true,"filename":"/tnp
/tnp7eci hP. png"}, "hei ght": 341, "I nterlace": "None", "Conpose": "Over", "Tai nted": fal se, "Fil esi ze":"70. 6KB", "Pi xel s
per second":"12.58MB", " Chromaticity":{"red primary":"(0.64,0.33)","green primary":"(0.3,0.6)","blue primry":"
(0.15,0.06)","white point":"(0.3127,0.329)"},"Type": " TrueCol or Al pha","Print size":"5.125x4.73611", " Channel
depth": {"blue":"8-bit","al pha":"1-bit","green":"8-bit","red":"8-bit"}, "Background col or":"white", " Transparent
color":"none","M ne type":"image/ png", "Format":"PNG (Portabl e Network G aphics)","lInage statistics":{"Overall":
{"skewness":2.67042,"mn":"0 (0)","max":"255 (1)","standard devi ation":"40.5176 (0.158893)", "kurtosis":10.2121,"
mean”:"59. 7823 (0.23444)"}}, "Nunber pixels":"126K", "wi dth": 369, "Channel statistics":{"Blue":{"skewness":
1.15542,"m n": "33 (0.129412)","max":"255 (1)","standard devi ati on":"45.9088 (0.180035)", "kurtosis":0.797616,"
mean":"101. 427 (0.397754)"}," Al pha": {"skewness":0,"m n":"255 (1)", "max":"255 (1)","standard deviation":"0 (0)","
kurtosis":0,"nean":"255 (1)"},"Green":{"skewness":1.33268, "mn":"35 (0.137255)", "max":"255 (1)", "standard

devi ation":"46. 7538 (0.183348)","kurtosis":1.12144, "nmean":"82.284 (0.322682)"},"Pi xel s": 125829, "Red":
{"skewness":1.9517,"mn":"0 (0)", "max":"255 (1)","standard devi ation":"47.6777 (0.186972)", "kurtosis":3.54331,"
nean":"55.418 (0.217325)"}},"C ass":"Directd ass","Matte col or":"grey74", "Page geonetry":"369x341+0+0", "
Ceonetry": "369x341+0+0", " Col or space": "sRGB", "Depth":"8-bit","User tine":"0.010u","Rendering intent":"

Perceptual ", "Resol ution":"72x72"," Gamma": 0. 45455, "| mage": "/t np/ t np7eci hP. png", "Properties": {"date":{"create":"
2018-07-17T21: 16: 58+00: 00", "nodi fy":"2018-07-17T21: 16: 58+00: 00"}, "png": {"bKGD': "chunk was found (see Background
col or, above)","IHDR':{"color-type-orig":6,"color_type":"6 (RGBA)","bit_depth":8,"w dth, height":"369, 341","bit-
depth-orig":8,"interlace_nmethod":"0 (Not interlaced)"},"pHYs":"x_res=72, y_res=72, units=0","text":"2 tEXt/zTXt
/i TXt chunks were found","sRGB":"intent=0 (Perceptual Intent)","gAMA": "gammua=0. 45455 (See Ganmm, above)","
cHRM': "chunk was found (see Chromaticity, above)"},"signature":"
d63ba6d42ca061b2103¢c98d480e72d26d704eb259edaOcdal3797eb26df bf elf d"}, "Versi on": "1 nageMagi ck 6.8.9-9 QL6 x86_64
2017-07-31 http://ww. i magenagi ck.org","lterations":0}}]

Download a File
Relevant endpoints:
® CET /api/files/{file_id}

To download a particular file:

$ curl --insecure http://local host: 9000/ api/files/5b4e5ch977c8fff0ad7979f a?key=257be5f 9- e685- 4dec- 8bed-
c4c9dcch0b92
?PNG
| HDRq?gAVA??
?asRGEB??? cHRME&?????u0? : ?p??Q<bKGD??????? pHYsSHHF?k>?1 DATX???WP\ i ?? ?2?v?=2727?7

etc etc etc ...

NOTE: The response here is the raw bytes of a ZIP file, so it will seem like nonsense is being returned from cur | .
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